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About Digital & Cyber Forensics LLC

Donald is a forty year veteran of the computer industry and CEO of Digital & Cyber
Forensics LLC. His firm provides comprehensive forensic support in areas such as civil
proceedings & disputes, criminal proceedings, corporate espionage, cyber attacks,
e-Discovery, and more.

Donald uses various forensic tools in his line of work, trying to keep the balance between
functionality and cost. He chose BEC for the case he describes below because artifact
detection was his top priority and Belkasoft is one of the best tools for that.

About the case

Thereis an old saying in life: “A picture is worth a thousand words.” That’s what | received,
instantly, when I ingested EO1 files from a 256GB SSD drive on a particular case. | was
working with a client on this case and was already familiar with many of the files and data
that was associated with the drive. Much of the analysis was very simple and clear, however
there were deeper issues still to be uncovered.

‘ ‘ The functionality, performance and value

far exceed the cost! , ,

| Followed my normal process and ingested the image into Belkasoft Evidence Center.
Immediately when it was finished, | received the screen shown below. Without even
beginning to determine what I had to deal with, I saw multiple data sources. This was very
important here due to the nature of the case, it included sources acquired from backups of
Apple iPhones which had been connected to iTunes on the drive.
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As mentioned earlier, there were deeper issues still to be uncovered! When drilling down in the
file system, low and behold there were “spindump” files associated with cell phone crashes.
These backup data from the cell phones provided detailed information as to what happened
on two phones during two separate instances. Needless to say, when you're trying to connect
the dots with facts in order to find the truth, every element of precision detail is important.

| went on to use other functionally provided by the application. The product was very easy to
use, | probably shouldn’t say that, but to move around in the application with ease provided for
a great degree of comport and confirmed findings from the other applications as well. | make it
a habit in forensic examinations not to rely on only one product. There is that “Trust but Verify”
here.

In a previous business venture, | would tell people: “You're getting proportionate quality for
price!” | believe this saying has been overcome here by Belkasoft. “The functionality,
performance and value far exceed the cost!”
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